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. B B ®  RESEARCH QUESTIONS

e \What ransomware techniques
are most effective at bypassing
built-in OS Security Controls?

e How does ransomware work?

e What logging and forensic
artifacts are generated when
ransomware interacts with OS
security features?

e What steps should a ransomware
victim take before and after
attack occurs?




/O \I\/ e Ransomware can accidentally be

downloaded onto a computer by
A I\I S I\/I \/\/A R E opening an email attachment, clicking
advertisements, visiting a website with

W O R S malicious code hidden within.

e When the code is on a computer, it will
lock access to the computer itself, or
data and files stored there.

e Often times, the victim is unware that

l . . . . their computer is infected. However it is
. . . . evident when they no longer can access
data, files have been modified, or a “A

Ransom Note” has been left behind




RANSOMWARE ~— )
e System logs can reveal suspicious
LOGGING & Connottions fle access patterns and
process execution
RTIFACTS

e Artifacts may include but are not limited
to: Encrypted Files, Ransom Notes,
Executables, Scripts, Registry
Modifications, Modified Timestamps

l . . . . e Check the Bash History as it may reveal
scripts, commands, downloads, or how
. . . . the attacker gained entry.




RANSONMWARE
TECHNIQUES
THAT BYPASS
ECURITY
CONTROLS

llllll.llllll

Fileless Execution via PowerShell or WMI
o Fileless Execution runs ransomware in
memory using tools like PowerShell to
avoid detection

Exploiting Unpatched OS Vulnerabilities
o OS Exploits takes advantaged of
unpatched system flaws to gain
unauthorized access.

Privilege Escalation via Token
o Impersonation Privilege Escalation
steals credentials to act as an admin
and bypass security restrictions.

Disabling or Tampering with Security Tools
o Security tools tampering disables
antivirus and defenses before
encrypting files.




H O W AV O I D e Keep Operating Systems, software,
B E C O I\/I N Gl A and applications up to date

e Set anti-virus and anti-malware to

R A N S I\/I WA R E automatic update and run regular

Scans.

VI CTI I\/I e Back up data regulary. Secure back

ups and make sure they are not
connected to the computers and
l . . . . networks they are backing up.
.l. . ... . e Have a plan in place in case your
business or organization is the
victim of an attack.




GITHUB



https://github.com/kevinhubbard/osEncryption

ENCRYPTION
VIETHODOLOGY
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*E# MINGWEL:/c/Users/Kevin/Projects/Java/osEncryption

KevinRDESKTOP-MZEPRIG ~/Projects/Java/osEncryption (main)

$ java EncryptFilesInFolder

Please enter the folder path to encrypt:
. SencryptionTest

Encryption completed in 47 milliseconds.




File Edit Format View Help

AAAAMAMAAAAAANANAAANA] KRy aSGIRZoXE6XuKdMLy rAUuSrsdYd2DNn2pbQ9Ek3 3 cmgzAbY ogmFEuruQmeyVAkg 1 EbvkcANexolx564UaDVIG0i+y faGbN5bIVEC SvRyVe
ShY82cNrbukyTUiEBanft/ThiLDuH5INIErbiyl4ANazXYUNVoRR10LBg3NdFpUNBNBvahr /pL3kKPIpGoj/gzLny07IFu5]jYsHaCIPAaG+elF7bgHBrt1v7oG9KnF/WEFgEzr
/D4 jWefrI1ZMFSPG38QkSqHRCLKCC fzo351ia+e /hRLEfoRexpQTE3ZbCH2yEz5mZ JwLI1vCOBtNEQqeekcvBgu L7 9qhxbwAvEBPBb I EokVgxXKU9gZNgHA4 19 7BW7EGvEe
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MejlLSenpxXDgkpudd0+9EMa++NAWSe2amAloVig@EMSLE55VeVQvEz ZDtVnIBSNF+wgDNUNIGBPTR2 jkk8aY TOVUMYKFqhS8ogbDK2spKabs Z7hulzRIEPFE8AFWTunjY+ol
xtjLOyWNzMuT1631RURSX jk28g0gXh INxTGX59eRnxyxeyuAQEESYIWIm7 7zMp /v fk81EBreSDasSjDikiYS4QHadXuALEPDNI+3XdDcdBAITjvddqusbgBond EOSMPvULPO+u
AJzx2Qy30N1RAZNDE1Av18qpbHErEHOES ImsDF 2 Tvua+141t 5 JYCWiIgMNgcRW1 11 aqQ@zBfBdo/pSeHS2pfsteIVidkJaDepf7RcINN2eYeHIVmQCEX1ICE / IHxArvG w1
cUCHDBwW] 75gkbalNGbgVeX ] 3KcSnunulNiveBVx 1G5t/ ShkXjjm33zA0fky ExqOc rMmaAYAorH1AsY86yvUkkABFpbmmmutly bM/IDAuUrul 7sr3gt JFfimRkDL jaoxImSFMVZLX
FBeolMSgfiP8DHjnejllaol3StXcBKy08WEvFEnyFIKUS30LMI70g4nL jOXyKwnzFONNBE ] L709f 702PbvLrruur+3djDAvkKSeSVal7AVIYPOx 1 Xmat FODFFHYU22C ] ABSN]
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zVQpewtAhlkK /Ol j8+U+eAtAW63BMNw+3dXEyX9oblpGixHgoX+fpmvCzL zDoPeenVfsKHpESPRAgAYN /UiB930C8Bs3H2Cal+3wdbLATmMUk sAul+P86g7ubndbh25TocpRE
QH/Trjjhni/+PJewprXTuBdSHNEYB16z21n64hPE5AdX20CitulSVPOSh3bkeCHEP3QSEHsGMdeKiB7fz3FXblyMCeCjhiviDFihEL3yAaSgSVGidqQ7faxplAMzZDUwAVChz
nFLeUFadTRNEttoR30n+wrbsIFMU/Pa79llyjziBdRZ+vjUDpHj7cdGobksyFpd /@qBqvGyBi2t jwuDEL11HxpqetOQxd3yn /T4ABEVFS61aK1WG0sDFUzXV1 jyUlxjSXgYuR 7 zY
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A1l guwhzNIkFhAZAMISUImEDE3 sBKvBCy+Ir@] jf+plXtealxug+M/KLE91x68T13olauCWduAbMcEt8ESsTEPHLUUCGp7Ryeb FCKUgDN3dgSRe3uBAnTXz58R36eJpeueRS
fswvlmdp8Z9gMygMLxxbL F28VMDXOnulL IVo+0Bxfrt1PwSXn6VcQUYeul luUTIBRLFtwdZpj386vCBcbpzvxc7d36p391bnpb/pKIihlyEW+EUidEteYyRMPE2AJE32TO3kar
DgcOglikakh3EHILnBt5vRkpuS9nIGOPUL+0RpeLAaINPFBIGoESXNIXPav29PaSInX2bzxoQp5sxF95x+B12K8vgtxnGelBmulukSc JWMoliB+52uld5GNwUOWYGdaigMUolUfn
7zfdenXuH19yBYAozCd0gq2dB4A+0a0 1 tmep /22 2TE2VInTwaRX1jFFt+NEbKdpm7 CHpINGAMGKOySksZ /NBI2ZVYHB17GTEYSWBLELIDgh+T 3ouz81CaeXvv /MQceSdYQurael
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+EX/GjkoZEpdb5C1ii351gPrIS9utlTIQKRhHS gy SPLEHafudUY7jKWUFgHimkQOEY Ekey+vATFI1RIAXdPNruaHU+t TAMLZF jvgPNeq3ocV7HT jbvSkitVi91lvnlooz2C
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10HF97Maez8milWYRolzetdUInQYaFo94kBkh79XsA/E8760uwRImcjndxztzK1YaCykg INQURX7NdngSpLpRuVF fsVIFxVEbA 2nUQkvP ctei21 25PEVOQFYanGDEBmk Z8]2aYf
XIVAKQi18MshFHNxkG/6iuRxhBGozGFanlfQkKpnrOnrsilgctgvgMjriQct TEFUTaTFMRUB2Y Tk+mrknOcL7EDbyhL9QZGUGHt1tc /st rAFVIL 3]/ xnhgIrxbbF7ANRAI 25
jy605j4LpeFBW352zh /ROBANV gL TA+4r J6MOQ++Cmgk I+WAIMPEY clipUXU+FDCDmj gkdelsh1PGKNST1WgUmf c £ 1FSN+wwllhvdmbp cBwemXjwbz /y IxHLYmc jwliWh LIy 9Uk
vEDSNdXdMiSyfngqlmDBUH@12EUBQSqYCkBWAesBﬂ29DR5KﬂF8naMBCwa55rItYSySzrﬁYj@SOxKBMﬂy9defCanohw+jQHhLcngrqPGB?KUmENCmOErmBQLDzl9eoDrt

Ln 1, Col 28722 100%  Windows (CRLF) UTF-8

E Main.java.Main.java.encrypted - Motepad

File Edit Format View Help

File Edit Fermat View Help
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B5rQhlEy8,/k1WBx85VeBhBCR7 rrAVQ19iqGWAH1j1F11TgGlefc21kEx2xuRCaIPyCOFN7yuioGYicLaiHQRA597
JZM15BIRHy BWnRVX30+5Ax2YVqyaSVT jtl36ipl InaQgukwHy@zUKRbvj 1W2Dv2f+Lqjupogl2lesepls(Q3ppdlq
YYCXJdwtMmnpaGdpl+P5FgYIDCAYjIUHD/ADsQY LB qUg fEADwc 3HD jWIyGNXcCOBfHSnNBtpEZIfkADtrUx2dia
dF1Z21PNNZaR50nw3VRdgPPvPUsBTpnnj3tdpt@+CE9zEbkwox1GwB6IRNF2IBQSVTZz971801iTOwubYDnngFale
bynk3EjCT78rP+0Z15FgU7AeA9k j90BGTAMTgAr13YFrénHW / skbhCVzd+ytKym+5U0Eis+8KeBAgnt2B02GbPng
LVoQ5timIBUTmbWETiGb2UUyASQEW1ikgk287 Juvak9vrtvPU2IggploNrNwof I6vXwmeAThowFtF20Mhgdala+yY
gqjuseejASHRmv+Z377kI+EkOpskwl29z /QudveImXrtPWAMaYpz f+EvBPSoyXTz1917izzB5Svvsw52+qUMovdghld
CaB+ohYOfUzblxxkKWNyOBEBQ3mny jpck fKk9W10nedZPb1NFCkkGR2gSLMKVAQs raMIFz5Eqe+bth+a85bLZNabV
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Ln1, Col1 100%  Windows (CRLF) UTF-8

[ X
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RANSOIM NOTE

| RANSOMMOTE. et - Motepad

File Edit Format View Help
All files in this folder have been encrypted. Pay %1k to get the deryption key.
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E& PMINGWEL:/c/Users/Kevin/Projects/Java/osEncryption

Kewv1n@DESKTOP-MZEPRIG ~/Projects/Java/osEncryption (main)
§ java DecryptFilesInFolder encryption. key ./ encryptionTest
'‘Decryption completed in 100 milliseconds.

&

F 3
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File Edit Format View Help

* This program takes user input and creates the framework of a java file.

- ‘f_; [ M = Untitledpdf *x + — ([ X
:-:: El‘lautht_jp Kevin H &) () File | Cy/Users/Kevin/Documents/encryptionTest/Untitled.pdf = - o
* @version 1.9.2
* {@since 2822-82-22 = S v A - + &= 1 | of1 | ) Q | @ 7}
:'::_.«" N
package net_kevinjr;
1

import java.awt.¥; ;
import javax.swing.¥; '
public class Main extends JFrame {

. - ContaCt

* This method creates a new JFrame and gives it some default settings.

:'::_.«"

public void createFrame() { WWW.keVIH_]I'.Ilet

setTitle("Create A Class");

setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);

setSize(1066, 1000);

setResizable(false);

setIMenuBar(new OptionMenu());

getContentPane().add(BorderLayout.CENTER, new Gui()); -

Dimension dim = Toolkit.getDefaultToolkit().getScreenSize();

setlocation((dim.width/2)-(getWidth()/2), (dim.height/2)-(getHeight()/2));
1' setVisible(true); Y L v o B - P E B B 3 - B v
}

public static void main(String[] args) {

new Main().createFrame();

1
J

¢ Cual es el nombre que quieres tener en el juego?

Ln 1, Col 1 100%  Windows (CRLF) UTF-8 _ Nuevo nombore

DECRYPTED FILES

= © 0 WO 0 100% v ©Q =@ =————— A
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aaa?
7088
9ffe
ctaft

feel
5365
bbel
6974
672F
Bea2
5b4d2
G515 1)
c/b/

782e
6372
3861
babd
5374
S5b42
act3
28ch
c883

7d@9 4c

DECRYPTION KEY

6372
6574
Ade2
7408
7269
7878
17+8
b4d1l6
lbce




PROCESS
VIONITORING



https://github.com/kevinhubbard/osEncryption

DETECTING
ENNCRBRYPTION System Services

sudo chmod +x fusr/local/bin/myscript.sh

sudo nano fetc/systemd/system/myscript.service

e Create a shell script that looks for file:

o modifications [Unit]
. =My Custom Shell Script Service

o creations =network.target

o deletions

. . . c [Service]
e Within a certain folder or directory _usr/local /bin/myscrint . sh
e Process will halt =on-failure

o Asks user to terminate or continue T s

=your_username
process

[Install]

=multi-user.target

sudo systemctl daemon-reexec

sudo systemctl daemon-reload

sudo systemctl enable myscript.service



STEPS . Step t Evaluate

o |ldentify ransomware type & risks
RANSOMWARE  amlyze socurity gops. |

o Analyze security gaps
V I C T S e Step 2: Secure

o |solate systems

o Implement security measures to prevent

SHOULD TAKE

Step 3: Recover
o Restore systems
o Ensure integrity of recovered data integrity

l . . . . o Verify security before system goes live
again
. . . . e Step 4: Report

o Provide incident reports (www.ic3.gov)
o Assist with audits & investigations




THANK YOU
_




RESOURCES




