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WHY OUR RESEARCH
IS RELEVANT

This course provides a foundationalThis course provides a foundational
understanding of operating systems,understanding of operating systems,
process and memory management,process and memory management,
file systems, and system security.file systems, and system security.
Also explores how operating systemsAlso explores how operating systems
protect against security threats suchprotect against security threats such
as memory exploits and unauthorizedas memory exploits and unauthorized
access.access.

Our goal was to explore theOur goal was to explore the
effectiveness of OS security controlseffectiveness of OS security controls
against file encryption basedagainst file encryption based
ransomware.ransomware.



ORIGINALITY &
INOVATION

We have simulated a ransomware based attackWe have simulated a ransomware based attack
to explore how real world systems react to fileto explore how real world systems react to file
encryption threats and explored other researchencryption threats and explored other research
topics related to ransomware.topics related to ransomware.

We experimented with Linux system servicesWe experimented with Linux system services
to understand process management, raceto understand process management, race
conditions, and even tried to auto kill theconditions, and even tried to auto kill the
threat.threat.

We faced a race challenge between our fileWe faced a race challenge between our file
monitoring script and the ransomwaremonitoring script and the ransomware
simulation. This showed us how fast malicioussimulation. This showed us how fast malicious
processes can operate compared to detectionprocesses can operate compared to detection
mechanisimsmechanisims

Our encryption tool uses AES-256 with CipherOur encryption tool uses AES-256 with Cipher
Block Chaining and proper key handling andBlock Chaining and proper key handling and
padding which is used in industry.padding which is used in industry.  



What ransomware techniques
are most effective at bypassing
built-in OS Security Controls?

What logging and forensic
artifacts are generated when
ransomware interacts with OS
security features?

How does ransomware work?

RESEARCH QUESTIONS

What steps should a ransomware
victim take before and after
attack occurs?



HOW
RANSOMWARE
WORKS

Ransomware can accidentally be
downloaded onto a computer by
opening an email attachment, clicking
advertisements, visiting a website with
malicious code hidden within.

When the code is on a computer, it will
lock access to the computer itself, or
data and files stored there.

Often times, the victim is unware that
their computer is infected. However it is
evident when they no longer can access
data, files have been modified, or a “A
Ransom Note” has been left behind



RANSOMWARE
LOGGING &
ARTIFACTS 

System logs can reveal suspicious
activity related to unusual network
connections, file access patterns and
process execution

Artifacts may include but are not limited
to: Encrypted Files, Ransom Notes,
Executables, Scripts, Registry
Modifications, Modified Timestamps

Check the Bash History as it may reveal
scripts, commands, downloads, or how
the attacker gained entry. 



RANSOMWARE
TECHNIQUES
THAT BYPASS
OS SECURITY
CONTROLS 

Fileless Execution via PowerShell or WMI
Fileless Execution runs ransomware in
memory using tools like PowerShell to
avoid detection 

Exploiting Unpatched OS Vulnerabilities 
OS Exploits takes advantaged of
unpatched system flaws to gain
unauthorized access. 

Disabling or Tampering with Security Tools
Security tools tampering disables
antivirus and defenses before
encrypting files.

 Privilege Escalation via Token
Impersonation Privilege Escalation
steals credentials to act as an admin
and bypass security restrictions.



HOW TO AVOID
BECOMING A
RANSOMWARE
VICTIM

Keep Operating Systems, software,
and applications up to date

Set anti-virus and anti-malware to
automatic update and run regular
scans.

Back up data regulary. Secure back
ups and make sure they are not
connected to the computers and
networks they are backing up.

Have a plan in place in case your
business or organization is the
victim of an attack. 



GITHUB

https://github.com/kevinhubbard/osEncryptionhttps://github.com/kevinhubbard/osEncryption

https://github.com/kevinhubbard/osEncryption


 ENCRYPTION
METHODOLOGY 



BEFORE VS. AFTER
ENCRYPTION



Ask user for folder path they want encryptedAsk user for folder path they want encrypted
Generate and save encryption keyGenerate and save encryption key
Use folder path and encryption key toUse folder path and encryption key to
encrypt the contents of the folder.encrypt the contents of the folder.
(optional) Use a timer to compare computer(optional) Use a timer to compare computer
processing timesprocessing times

General Program flow

Symmetric key encryption algorithm 
Uses 128, 192, or 256-bit keys
Key size determines number of rounds (10, 12, 14)
Encrypts data in 16-byte blocks
Standardized by NIST in 2001
Approved for use by the NSA

Advanced Encryption Standard 

Converts plaintext to ciphertext
Create an array of files then convert to byte array
Start to encrypt the first 16 bytes of the file using the key and AES
Repeats encryption block-by-block until the file is complete
Returns an encrypted string of the file contents which is written (or saved) in place of the original file.

Key Generation

Encryption Process



ENCRYPTED FILES



ENCRYTPTION KEY

This key is randomly generated using AESThis key is randomly generated using AES
(Advanced Encryption Standard) algorithm(Advanced Encryption Standard) algorithm
and saved as a file.and saved as a file.  

This key is essential. Without it theThis key is essential. Without it the
encrypted files can not be restored.encrypted files can not be restored.  

This is essentially a master key for the entireThis is essentially a master key for the entire
system.system.



RANSOM NOTE



SHOULD VICTIMS
PAY THE RANSOM

The FBI does not support paying a ransom.The FBI does not support paying a ransom.

Paying a ransom does not ensure that you orPaying a ransom does not ensure that you or
your organization will get any data back.your organization will get any data back.

By paying a ransom it will encourage attacksBy paying a ransom it will encourage attacks
to continue to target more victims.to continue to target more victims.  



DECRYPTION
METHODOLOGY



BEFORE VS AFTER
DECRYPTION



Essentially the same algorithm as the encryption processEssentially the same algorithm as the encryption process
To decrypt enter the folder as an argument to the java programTo decrypt enter the folder as an argument to the java program
We reuse the same key to decrypt each 16 byte block of dataWe reuse the same key to decrypt each 16 byte block of data
Once the file is decrypted reuse the original filenameOnce the file is decrypted reuse the original filename
Delete ransom noteDelete ransom note
(optional) Compare run time on various PC’s and OS’s(optional) Compare run time on various PC’s and OS’s

General Program Flow



DECRYPTED FILES



DECRYPTION KEY

This key is the same key that was used forThis key is the same key that was used for
encrypting the data.encrypting the data.  



 PROCESS
MONITORING

https://github.com/kevinhubbard/osEncryption


DETECTING
ENCRYPTION 

Create a shell script that looks for file:
modifications 
creations
deletions

Within a certain folder or directory
Process will halt 

Asks user to terminate or continue
process

System Services



STEPS
RANSOMWARE
VICTIMS
SHOULD TAKE

Step 1: Evaluate
Identify ransomware type & risks 
Explore recovery options
Analyze security gaps

Step 2: Secure
Isolate systems
Implement security measures to prevent
reinfection

Step 3: Recover
Restore systems 
Ensure integrity of recovered data integrity
Verify security before system goes live
again

Step 4: Report
Provide incident reports (www.ic3.gov)
Assist with audits & investigations



THANK YOU
Q u e s t i o n s ?Q u e s t i o n s ?
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